Entry-Master System Training Guide Chapter 2 — Lesson 11

Lesson 11 — System User Maintenance

An authorized Entry-Master Dealer will usually add or delete system users on your system.
However, there may be occasions when you must do this yourself. A system user is someone
who will use the Entry-Master System to monitor system activity or to create and print reports.

This lesson will explain the procedure for:

e Add a New System User to the User List

e Change an Existing User’s Privilege Level

e Edit an Existing System User’s Name

e Obtain a List of Current System Users

e Delete a System User from the User List

o List Entry-Master Default Privilege Level Permissions

You should be logged into the Entry-Master System and the Entry-Master Main Menu should
be displayed on the screen as shown in Figure 2-11-1. If you are not logged in, see Lesson 1 —
Logging into the System.

Click on Option 1 — Enter Utilities Menu (Figure 2-11-1):

1 Cardholder Search/Edit & Enter Alarm Monitoring
1 Search for Cardholders by Name or Card A Enter On-Line Monitoring of Alarm
. MNumber - Edit/Add Card Data ﬂ Activity on the System

P Enter Reports Menu 6 Change Your User Password

Choose from Activity, Alarm, Card, This Option is used to Change Your Entry
— Revenue or Configuration Reports P Password into the System

3 Enter Utilities Menu T Manual Door/Gate Control
Edit System Configuration - Access This Command is used to Manually Grant
Levels, Time Zones, Schedules, etc. Access to Doors or Gates

4 Enter Event Monitoring 8 Exit Entry-Master System V

Enter On-Line Monitoring of Card Access Exit Entry-Master System Software and
and Alarm Transactions Return to the Login Screen

Figure 2-11-1. Selecting Utilities Menu from the Main Menu
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The Utilities Menu is shown below. Select Option 8 — System User Maintenance (as shown in
Figure 2-11-2 below):

Utilities Menu

Edit EMRI-2 Reader Data Batch Update Cardholders

Edit/Add Card Reader Configurations for v This Option Batch Updates (Adds or
Emri-2 Reader Interface Boards Edits) Card Numbers with a Template

ég f N%?;g L . Change All Cards to Forgive Status

. Used to Add, Edit and Configure New
; (Cards get One Free Access InfOut)

Devices on the System

Elevator Control Database

Define Time Zone Information (Who is Use this to Edit/Add Elevator Group

Allowed in When) Access (What Floors are Allowed)
4 Edit Access Group File 12 Scheduled Event Menu

This Menu is Used to Define Events and

Define Access Group Information (Who
Enter them into the Scheduler

is Allowed in Where, Nesting)

ActiVty MSG: £ access Activity Messages (the
Messages that Print out On-ling)

This is Used to Clean-Up the Card
Dstabase File (to Re-Alphabstize)

Setup System Devices & Controllers,
Test Communication, Readers & Locks

= This Option Adds and/or Edits all A
Scheduled Holidays ] vV 4

Monitor Display Menu Disk Utilities Menu

Menu Used to Edit the Display Atiributes L 3 Disk Formatting, Backup & Restore, Disk
‘ \ 4V & Diskette Diagnostics

and Camera Settings

‘ Return To Main Menu

System User Maintenance

= Exit the Utilities Menu back to the Entry-

This Option is Used to Add, Edit or
Master Main Menu

 Fassword Delete System Users (Passwords)

Figure 2-11-2. Selecting System User Maintenance from Utilities Menu

Once Option 8 — System User Maintenance is clicked, the System User Maintenance Menu will
display (see Figure 2-11-3 below).
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Add a New System User to the User List

To add a new System User, Select Option 1 - Add a New System User to the User List (see
Figure 2-11-3 below):

System User Maintenance Menu

n Exit User Maintenance Menu to the Utilities Menu

Add a New System User to the User List

Delete a System User from the User List

Change Existing User’s Privilege Level

Edit Existing System User’s Account Settings
List Current System Users to the Screen

Figure 2-11-3. System User Maintenance Menu

When Option 1 is clicked, the following screen displays (Figure 2-11-4 below):

ADDUSER Entry-Master® v5.1.2 Add System User Screen 09/24/2017
> User ID: | | List of Existing System Users
BJ - Byron Jenkins, BFPE -
BLA - BLA Worldwide
1> User Name: New User BSB - BSB Communications

CARD - Demo Card Access Account
CCSI - Carter Comm Services
CIN - Cindy Indermill

> Privilege Level:[0 ¥ CLB - Consuelo Bangs, MSD

CME - Craig Edwards, EMS

CMK - Craig Mock

COMP - Compudyne

> Security Guard? () Yes ® No -
(Limited Menu Access) DAN - Dan Giordano
DAWN - Dawn Walker
N DCA - Dave Atkinson
> User Password: NEW DCS - EMS Technician Account -

Submit ][ Cancel ][ Delete ] [ Back ][ Print ][ Help ]

—

%l ©2001-2017 Entry-Master Systems

Figure 2-11-4. Entry-Master Add System User Screen

IMPORTANT NOTE:

A list of all existing System Users displays to the left of the entry fields. This scrollable,
display-only list is for your reference only. You may use the list to determine that you are
not entering a duplicate User ID.

Type the User ID for the new user. The User ID is limited to four (4) characters. In this example,
type “PUB” as a User ID and press <Tab> or move to the User Name field (You may use up to
25 characters) and type “John Public.”
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Move to the Privilege Level drop-down list and select “4”. This value determines a user’s
accessibility to different features or functions of the Entry-Master System. The higher the value,
the more functions a user can access. See the Privilege Level Table at the end of this lesson.

The Security Guard field provides a very limited menu for Security Guards who are stationed
at a security location (desk, station, guard house, etc). Leave the default “No” in this field.

IMPORTANT NOTE:

Unless you have dedicated security personnel, who do nothing other than monitor the
Entry-Master system, it is recommended that the Security Guard field be left at “No”

Notice that you do not enter a Password for a new user. All new system users begin with the
default password of “NEW” (see the procedures described in Lesson 1 — Logging into the
System and Lesson 3 - Changing Your Password.

Press the “Submit” button to save this record (see Figure 2-11-5 below):

ADDUSER Entry-Master® v5.1.2 Add System User Screen 09/24/2017
> User ID: |PUB List of Existing System Users
TSTS - Test User Priv 5 a
. UNI - Unisys
1> User Name: | John Public VDI - Visual Defense, Inc.

VIC - Victor from C&C Security

VLH - Hunter, Valencia

VMS - Deepak from Smart-VIMS
*> Privilege Level:[4 ¥ VPIZ - victor, new york

VRD - Vince Dean

WAH - Art Huskey

> Security Guard? I Yes ® No WFP - Willie Perez

(Limited Menu Access) WP - Sohal - WallyPark
WRG - W.R. Grace Muster
ZED - Zachary E. D
*> User Password: NEW ZULU - Eﬁj:srtyAcco:‘r:tcan
[some | QD [ e J[ e e

¥ ©2001-2017 Entry-Master Systems

Figure 2-11-5. Getting Ready to Add System User PUB

Once the “Submit” button is clicked, a Confirmation message will “pop-up” (Figure 2-11-6):

demo.entrymaster.com:8090 says:

Are you SURE you wish to Add User ID 'PUB"?

0K Cancel

Figure 2-11-6. Add System User Confirmation

When the Confirmation message is confirmed, the system will update and you will be returned
to the System User Maintenance Menu (see Figure 2-11-3 above).
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Changing an Existing User’s Privilege Level
Select Option 3 — Change Existing User's Privilege Level (see Figure 2-11-7 below):

System User Maintenance Menu

n Exit User Maintenance Menu to the Utilities Menu

(B Add a New System User to the User List

vl Delete a System User from the User List

[ 3 I Change Existing User’s Privilege Level

List Current System Users to the Screen

E Edit Existing System User's Account Settings

Figure 2-11-7. System User Maintenance Menu

When you click on Option 3, the following screen displays. Click on the 1> Account Name
drop-down and select “John Public” — then, click the “Submit” button (see Figure 2-11-8 below):

PASSWRD Entry-Master® v5.1.2 System User Account Settings Update 09/25/2017
*> User Account ID:
Iz Account Name:[____ Select an Existing Account ID - ¥
PH - Paul Huebl N
* Privilege: PHB - Peter Berens
PMG - Paul McGuinnes
*n Security? PRK - PRK-MOR, Harrsburg PA
PUB - John Public
* | PYMT - Meonthly Payment Password
> Password: RZ . Round 2
Submit Back J[_Prnt_J[_Help

Fi ©2001-2017 Entry-Master Systems

Figure 2-11-8. Selecting System User Record

Use the Privilege drop-down and select “5” — then, press the “Submit” button. A
confirmation message appears (Figure 2-11-9 below):

CHGUSER Entry-Master® v5.1.1 Change System User Privilege Level 09/25/2017
> User's ID: | PUE - John Public v
1> User Name: x

demo.entrymaster.com:8090 says:

*> @ Are you SURE you wish to Change
*> Security? this User's Privilege Level to 57
> Password:

Datk -l- COnC O mEip

Submit 50

%l ©2001-2017 Entry-Master Systems

Figure 2-11-9. Change User Privilege Level Confirmation

When the Confirmation message is confirmed the System will update and you will be returned
to the System User Maintenance Menu (Figure 2-11-7 above).
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Editing an Existing System User’s Name

From the System User Maintenance Menu, select Option 1 — Edit an Existing System User’s
Account Settings. To change a User’s Name, use the User Account ID (type in the ID) or use
the drop-down to find and select a Account Name (see Figure 2-11-10 below):

PASSWRD Entry-Master® v5.1.2 System User Account Settings Update

> User Account ID: \ l
1> Account Name:|___Select an Existing Account [D ——— ¥ |
o PHB - Peter Berens =
*> Privilege: | PMG - Paul McGuinnes
PRK - PRK-MOR, Harrisburg PA
£ ={=lll{gindl PUB - John Public
PYMT - Monthly Payment Password
5 Password: | R2 - Round 2
RACH - Rachel Aaron
- T m RAY - Rainard 7
[ ( Cancel ]ﬂ[ Delete ]f ‘ RDG - Robert Glover, Lockheed ( Bacl
RDH - Doug Horensky
RF - Ronnie Fields ms

Figure 2-11-10. Change User Account Settings

In the example above, “John Public” is selected. Upon selection, press the “Submit” button
and the following screen will appear (Figure 2-11-11 below):

PASSWRD Entry-Master® v5.1.2 System User Account Settings Update 09/25/2017
*> User Account ID: PUB
1> Account Name: :.John Public|
*> Privilege: 4
> Password: NEW
I[ Save ][ Cancel ] [ Delete ] [ Prev ] [ Next ] [ Back ] [ Print ] [ Help ]

%1 ©2001-2017 Entry-Master Systems

Figure 2-11-11. Editing the User Account Name

The Account Name field will be active. Type the new name you desire into the field, then click
the “Save” button.

IMPORTANT NOTE:

The User ID depicted above has not changed his password from the default password of
NEW. You will know this because the Password field displays NEW. If the user above had
changed his password, the field would have displayed “***********” tg indicate that the
default password had been changed. See Lesson 3 — Changing Your Password for more
information on changing passwords.
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Obtaining a List of Current System Users

To run a report of System Users, click Option 5 — List Current System Users on the System User
Maintenance Menu. The following screen will display (Figure 2-11-12 below):

USERLIST Entry-Master® v5.1.2 System User Report 09/25/2017

System User Report: Parameter List

No Parameters Expected for this Report.

%l ©2001-2017 Entry-Master Systems

Figure 2-11-12. Obtaining a List of Current System Users

Click the “Run” button. The report will “pop-up” in a new window (Figure 2-11-13):

@® demo.entrymaster.com:8090/rep11.htm Q,

09/25/2017 Entry-Master Report - Web Demonstration System Page2 &
List of System Users

Password

5
=

User User's Name

DLG Debbie Galloway, EMS HHR AR R

DLW Don Weiland, Lockheed
DM Dave Manning, MSP
DPB Dave Brown

DsSD Scott Dishman

DSM New User

ECI James Patterson

EIL ED Lunsford - EMS, Inc.
EMS EMS Technician Account
EMS2 EMS Priv 2 Test

EMS4 Entry-Master Priv 4
EMSS Entry-Master User Priv 5
EMS6 Entry-Master Priv 6
EWA Bill Scherr - EWA-IIT
GIB Greg Brunacci

GIV George, Peregrin

S E TS
S E TS
EERREEREER
EEREREEE
AR R R
S E TS
S E TS
S E TS
S E TS
S E TS
S E TS
S E TS
S E TS

EERREEREER

L T B o O 5 O o I I

EEREREEE

Figure 2-11-13. List of Current System Users

Click the “Print” button to print the report, click “Export” to view the report in simple text
format. This text-format view makes it easier to copy/paste the report into another document.
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Delete a System User from the User List

Select Option 2 — Delete a System User From the User List on the System User Maintenance
Menu. The following screen displays (Figure 2-11-14 below):

DELUSER Entry-Master® v5.1.1 Delete System User ID 09/25/2017
> User's ID:| PUB - John Public v
PMG - Paul McGuinnes -
1> User Name: | PRK - PRK-MOR, Harrisburg PA
PUB - John Public \
- | PYMT - Monthly Paymé&rt Password
> Privilege:
VIO 22 - Round 2
. RACH - Rachel Aaron
> Security?| RAY - Rainard
RDG - Robert Glover, Lockheed
> Password: | RDH - Doug Horensky
RF - Ronnie Fields
—— RHW - Bob Wood, C & C Security =
Cancel | Delete | RUDI - Rudi Scott [ Back ] [ Print ] [ Help ]
SAC - Scott A. Compton
SEB - Sara Bradshaw L Systems
cCcrd RS Inr Tarhnician

Figure 2-11-14. Selecting a System User to Delete

Select the desired User ID in the drop-down menu and click the “Submit” or “Delete” button
(either will work). A confirmation message appears (Figure 2-11-15 below):

DELUSER Entry-Master® v5.1.1 Delete System User ID 09/25/2017
> User's ID: | pUE - John Public v
1> User Name:
* . X
= Tl Eg demo.entrymaster.com:8090 says:
*> Security? Are you SURE you wish to Delete this User ID?
> Password: “ Cancel
| Submit | Cancel [ wacn e g P

l’ﬂ ©2001-2017 Entry-Master Systems

Figure 2-11-15. Delete System User Confirmation

When the Confirmation message is confirmed the System will delete the System User and return
to the System User Maintenance Menu (Figure 2-11-7 above).

IMPORTANT NOTE:

The chart of Entry-Master privilege levels, which follows on the next page, is a listing of the
standard Entry-Master privilege levels and what system access each level allows. These
levels can be changed from their defaults, by contacting your Entry-Master dealer.

The privilege levels are hierarchical; for example, a Privilege Level 3 user can access
everything a Privilege Level 0, 1 and 2 user is able to; likewise, a Privilege Level 4 can access
everything a Privilege Level 3 and below can access, and so forth.
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List of Entry-Master Default Privilege Level Permissions

Privilege Level
Description of System Function 0 1 2 3 4 5 6
Search Cardholder Database No Yes Yes Yes Yes | Yes | Yes
View Cardholder Screen No Yes Yes Yes Yes | Yes | Yes
Edit Cardholder Fields None | None | None | Some* | All All All
View Cardholder History Screen No No No Yes Yes | Yes | Yes
Delete a Card Number No No No No Yes | Yes | Yes
Obtain Activity Reports No No No Yes Yes | Yes | Yes
Obtain Cardholder Reports No No No Yes Yes | Yes | Yes
Obtain Alarm Reports No No No Yes Yes | Yes | Yes
Obtain System Reports No No No No Yes | Yes | Yes
Obtain Audit Reports No No No No Yes | Yes | Yes
Enter Activity Monitoring Yes Yes Yes Yes Yes | Yes | Yes
Enter Alarm Monitoring/Clear Alarms No Some* | Yes Yes Yes | Yes | Yes
Change the System Time No No No No No | Yes | Yes
Change User Password No Yes Yes Yes Yes | Yes | Yes
System Diagnostics & Configuration No No No No No No Yes
Enter Utilities Functions No No No No No | Yes | Yes
Enter Disk Utilities (Backups) No No No No Yes | Yes | Yes
Manually Shunt/Unshunt Doors No No No No Yes | Yes | Yes
Manually Unlock/Lock Doors No No No No Yes | Yes | Yes
Exit the System (Logout) Yes Yes Yes Yes Yes | Yes | Yes
Notes:
* Some limited functions are available on this Privilege Level.
* This chart represents standard settings for the system. The settings are customizable and may differ for your
particular system. Contact your Entry-Master Dealer for details.
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