Entry-Master System Training Guide Chapter 2 — Lesson 15

Lesson 15 — Downloading Cards to EMRI-3 Boards

There are occasions when it may become necessary to re-load the cardholder database into the
EMRI-3 boards. Some examples of when this might be necessary are:

e A backup (full system or data only) may have been restored to the Entry-Master panel,
e Cardholder data may have been imported into the Entry-Master panel, or
e An EMRI-3 board may have been replaced, due to damage.

All of these examples are very good reasons to download a fresh copy of the cardholder database
to the EMRI-3 boards.

The process, though simple enough, varies greatly from customer to customer, depending upon
how many cardholders are loaded into the system. An EMRI-3 board has capacity to hold up to
60,000 total cards in its memory. The total time it takes to upload the entire card database to a
set of EMRI-3 boards is dependent on three (3) factors:

1. The total number of cards registered in the Entry-Master system
2. The total number of EMRI-3 boards are connected to the Entry-Master system
3. The transmission media used to propagate the card data (Ethernet or RS-485)

This lesson will show you how to perform a complete data upload of your card database to all
EMRI-3 boards connected to the system.

To begin, you should be logged in and at the Entry-Master Main Menu. Choose Option 2 — Enter
Reports Menu (see Figure 2-15-1 below):

Main Menu
1 Cardholder Search/Edit 5 Enter Alarm Monitoring
,ﬂ LA Search for Cardholders by Name or Card - Enter On-Line Monitoring of Alarm
— .. Mumber - Editi&dd Gard Data Activity on the System
2 Enter Reports Menu 6 Change Your User Password
- ! Choose from Activity, Alarm, Card, This Ciption is used to Change Your Entry
Rewvenue or Configuration Reporis Password into the System
5] Enter Utilities Menu T Manual Door/Gate Control
Edit System Configuration - Access This Command is used to Manusally Grant
Lewvals, Time Zones, Schedules, stc. Arccess to Doors or Gates
4 Enter Event Monitoring 8 Exit Entry-Master System V
Enter Cn-Line Monitoring of Card Access Exit Entry-Master System Software and
and Alarm Transactions Return to the Login Screen

Figure 2-15-1. The Entry-Master Main Menu
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The Entry-Master Reports Menu is now displayed (Figure 2-15-2):

Reports Menu

1

P

[

Card/System Event Reports

Lists All Card & System Events - Sorted
by Date, Card, Reader, afc.

Card/System Alarm Reports

Lists System Alarm Events Sorted by
Diate, Card, Reader, User |d, etc.

Card Database Reporis

Lists the Cardholder Database - by
Mame, Card Mo, Depariment, etc.

Configuration Reports

Lists Configuration Reports - Time
Zones, Access Levels, Readers, etc.

Special Reports Menu

This Menu Contains Specisl Reporis
Crested for Specific Customers.

System User Audit Reports

Lists System User Audit Trail - by Date,
Time, User Id, Card Mo, etc.

Report Utilities Menu

This Menu Sets Up Certain Sensitive
System Parameters [Use with Cara!)

Return To Main Menu

Exit the Reports Menu back to the Entry-
Master Main Menu

Figure 2-15-2. Selecting Report Utilities Menu from the Reports Menu

Selecting Option 7 — Report Utilities Menu displays the following (Figure 2-15-3):

Report Utilities Menu

System Information Screen

Displays Information about the Entry-
Master System W Panel

Set System Date and Time

n XML Data Dump

This Option Crestes a Backup of Al
Entry-Master Data into an Xml File

Time Zone Usage Report

Use this Cption to Set the System's Date

and Time {Use Military Time!}

Edit Status Registers

This Allows you to View'Edit the System
Status Registers (Caution!)

Use New System Parameters

This Command is Used to Affect any
Changes made to the System Set-Up

EMRI-3 Utilities Menu

Used to Configure Emri-2 Boards -
Upload Emri-2 Databases & Firmware

CUE:

By

Selected Time Zone is Uiilized

GOM List All Dats File Records where a
i

Card Access by Reader

fe]

2 List Cardholders Allowed Access to 8
Selected Reader (Sort by Chaoice)

Edit Admin Zone Selection

Used to Select Administration Zone to
Filter Systern Access and Reporis

Return To Reports Menu

Exit Report Liliies Menu back io the
Entry-Master Reports Menu

Figure 2-15-3. Selecting EMRI-3 Utilities Menu from Report Utilities Menu
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Select Option 5 — EMRI-3 Utilities Menu from the Report Utilities Menu (Figure 2-15-3); then,
tinally, selecting Option 2 — Upload Card Database to ALL EMRI-3 Boards (see Figure 2-15-4
below) begins the process, followed by a confirmation pop-up (Figure 2-15-5):

EMRI-3 Utilities Menu

_n Exit EMRI-3 Utilities Menu to the Report Utilities Menu
Build Card Database for EMRI-3 Boards

Upload Card Database to ALL EMRI-3 Boards

Upload New Firmware to ALL EMRI-3 Boards

Figure 2-15-4. Selecting Upload Card Database to ALL EMRI-3 Boards

Message from webpage @

| Click "0k to Confirm that you are CERTAIM you
¥ wish to Execute the Menu Option listed below:

9101 - Upload Card Database to ALL EMRI-3 Boards

QK Cancel

Figure 2-15-5. Upload Card Database Confirmation Pop-up

Once the “OK” button on the confirmation pop-up is clicked (see Figure 2-15-5 above), the
process will begin (Figure 2-15-6 below):

Executing Scheduled Task 9101. Please Wait...

r'ﬁ ©2001-2016 Entry-Master Systems

Figure 2-15-6. Starting the Card Database Upload

Once the process has started, it can be monitored on the Event Monitoring Screen. From the
Main Menu, click Option 4 — Event Monitoring Screen. At the bottom of the display, you
should see something similar to the following screen (Figure 2-15-7 below):
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10/07 12:50pm 00101115 & GENSHEIMER. ZOE 0325: Rear Entrance Valid Card Access
10/07 2:13pm nfa 151 9301: Varia &3 Board 1-1 Begin Download
10/07 2:13pm nfa -] 9302: Varia 2 Board 1-2 Begin Download
10/07 2:13pm nia - 9303: Varia 3 Board 1-3 Begin Download
10/07 2:13pm n/a -1 9304: Varia 2 Board 1-4 Begin Download
10/07 2:13pm nfa = 9305: Varia &3 Board 1-5 Begin Download
10/07 2:13pm nia -] 9306: Varia &2 Board 2-1 Bagin Download
10/07 2:13pm nia - 9307: Varia 3 Board 2-2 Begin Download
10/07 2:13pm n/a -1 9308: Varia 2 Board 2-3 Begin Download
10/07 2:13pm nfa = 9309: Varia &3 Board 1-6 Begin Download
Display: secs. lines *® Ascending Dy din [ Alarms ] [ Back ] [ Print ] [ Help ]

Figure 2-15-7. Card Database Upload Messages Displayed on the Monitoring Screen

Notice that the event message says “Begin Download” - that is because from the Entry-Master
system’s perspective, it is “Downloading Data” from its databases — from the EMRI-3 board’s
perspective, it is having “data uploaded” to it. This is true for all data transfers ... the sending
machine is downloading data, while the receiving machine is having data uploaded to it.

Once the “download” is completed, you will see the following display on the Monitoring
Screen (see Figure 2-15-8 below):

10/07 2:13pm nfa w 0309: Varia 3 Board 1-6 Begin Download

i0/07 2:23pm nfa W 0301: Varia 2 Board 1-1 Download Successful
10/07 2:2Zpm n/a - 9303: Varia eZ Board 1-3 Download Successful
10/07 2:22pm n/a ™ 0306: Varia e Board 2-1 Download Successful
10/07 2:23pm n/a ] 9302: Varia e3 Board 1-2 Download Successful
10/07 2:23pm nfa w 9307: Varia e3 Board 2-2 Download Successful
10/07 2:23pm nfa - 0309: Varia 3 Board 1-6 Download Successful
i0/07 2:23pm nfa = 0305: Varia 2 Board 1-5 Download Successful
10/07 2:2Zpm n/a - 9304: Varia e Board 1-4 Download Successful
10/07 2:22pm n/a ™ 0308: Varia e Board 2-3 Download Successful

Display: secs. lines ® Ascending | Descendi [ Alarms ] [ Back ] [ Print ] [ Help ]

Figure 2-15-7. Card Download Successful Displayed on the Monitoring Screen

So, to provide some perspective on how long a Card Data Download takes, the example above
in Figure 2-15-7 was a download of 1,000 cards to nine (9) EMRI-3 boards over a reasonably
good Ethernet connection (a Local Area Network), and took just under 11 minutes to complete.

Some Important Notes

During a database download, card reads are slightly slower, because the EMRI-3 boards are
in the process of having their data tables wiped clean and re-written. Response times of 1-2
seconds for an access granted transaction will take place; because the EMC-64 panel is
making the access decisions in-lieu of the EMRI-3 boards.

Please be aware of this when deciding to perform a data download.

Also, Option 1 - Build Card Database for the EMRI-3 Boards on the EMRI-3 Utilities Menu
is active and functions, but is usually unnecessary, because the “Build” function is done once
a day, as well as anytime the system is rebooted. Since normally, this function would be
executed after restoring a backup, the system is rebooted as part of that procedure and the
data build occurs after the backup files are restored.
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