
 
 

 

Entry-Master System Training Guide Chapter 2 – Lesson 6 

EMS LLC Publication 1707-001 Page 2.6.1 

Lesson 6 – Defining Access Groups 
The Entry-Master system needs to know where people are allowed as well as when they are 

allowed.  In this lesson, you will learn how to define access groups to the Entry-Master system. 

You can define up to 9999 access groups and you can assign up to three (3) access groups to each 

card (Enterprise systems can be setup to allow up to 20 access groups per card). 

You should be logged into the Entry-Master  System and the Entry-Master Main Menu should 

be displayed on the screen, as illustrated in the following figure.  If you are not logged in, see 

Lesson 1 – Logging into the System.  

 

Step 1: Access Groups are defined from the Utilities Menu.  Click on the Enter Utilities Menu 

link to display the Entry-Master Utilities Menu, as shown on the next page: 

  

Figure 2-6-1. The Entry-Master Main Menu 

Chapter-2-Lesson-5.pdf
Table-Contents.pdf
Chapter-2-Lesson-7.pdf


 
 

 

Entry-Master System Training Guide Chapter 2 – Lesson 6 

EMS LLC Publication 1707-001 Page 2.6.2 

Step 2: Selected the Edit Access Group File link and the following screen displays: 

Figure 2-6-2. The Entry-Master Utilities Menu 
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This access group allows employees into the parking garage, perimeter doors and the cafeteria. 

Step 3: The cursor is located on the Access Group No. field.  Type a “3” into the field and click 

on the Submit Button (see Figure 2-6-3 above for the location of the Submit button). 

Step 4: The following screen displays all readers that are installed at your location, as well as 

their current status:  

Figure 2-6-3. Access Group Database Screen 

Figure 2-6-4. Access Group Description Field 
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Step 5: In the Group Description field, type “1360 Resident Access” (Figure 2-6-4) – it is always 

best to type a description which indicates exactly what the access group is used for.  This field 

can be a maximum of 20 characters.  Once the access group is fully defined, it will permit access 

to the residential parking garage, all perimeter doors, and the 1360 Storage access (Note: the 

1360 Storage access will be during regular business hours only). 

In this example, we will permit access to the 1360 Comm. North, 1360 Res. West, 1360 Storage, 

1360 Garage Res, 1360 Tele-entry Park and 1360 Res Hall for 24/7 access, as well as the 1360 

Storage during regular business hours. The only data entry required is to select the correct time 

zone for the appropriate readers from the Assigned Time Zone field drop-down list. 

Step 6: Click on the corresponding Assigned Time Zone drop-down list for Reader 0111 (1360 

Comm. North).  The following figure illustrates this list: 

 

Step 7:  Click on “01 – Anytime 24/7 Access” to select this Time Zone.  The following figure 

shows that the Time Zone field is now colored green, to indicate that a valid Time Zone has been 

selected (see Figure 2-6-6 on the following page). 

 

 

 

 

Figure 2-6-5. Selecting a Time Zone for the 1360 Comm. North Door 
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Step 8:  Select Time Zone 01 – Anytime 24/7 Access for readers 0112, 0114, 0117 and 0118: 

 

Step 8:  Select the Time Zone for reader 0113 – 1360 Storage.  This reader will be restricted to 

Monday-Friday 7:00am to 5:00pm, which is defined by Time Zone 16.  See the figure on the 

following page to see Time Zone 16 being selected (Figure 2-6-8): 

Figure 2-6-6.  1360 Comm. North Time Zone 01 (24/7) Selected 

Figure 2-6-7.  All Time Zones Selected, Except for 1360 Storage 
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Step 9:  Click on the “Save” button to save this Access Group definition and display a blank 

Access Group Database screen (see Figure 2-6-9 below): 

 

 

 

 

Figure 2-6-8.  Time Zone 16 – Mon-Fri 7am-5pm Selected for 1360 Storage Reader 

Figure 2-6-9.  Completed Access Group Definition 

Please Note: To ensure that Access Group changes take effect, the Use New System 

Parameters option in the Report Utilities Menu must be executed -OR- the system can be 

rebooted to effect the change (see Chapter 2-Preface: New System Parameters). 
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