Entry-Master System Training Guide Chapter 2 — Lesson 6

Lesson 6 — Defining Access Groups

The Entry-Master system needs to know where people are allowed as well as when they are
allowed. In this lesson, you will learn how to define access groups to the Entry-Master system.
You can define up to 9999 access groups and you can assign up to three (3) access groups to each
card (Enterprise systems can be setup to allow up to 20 access groups per card).

You should be logged into the Entry-Mastere System and the Entry-Master Main Menu should
be displayed on the screen, as illustrated in the following figure. If you are not logged in, see
Lesson 1 - Logging into the System.

Main Menu
1 Cardholder Search/Edit 5 Enter Alarm Monitoring
hA Search for Cardholders by Name or Card i Enter On-Line Monitoring of Alarm
;. Mumiber - Edit/add Card Data ﬂ Activity on the System
2 Enter Reports Menu 6 Change Your User Password
Choose from Activity, Alarm, Card, This Option iz used to Change Your Enfry
E Revenue or Configuration Reports Password into the System

7 Manual DoorfGate Control

Enter Utilities Menu

Edit System Configuration - Access HI This Command is used to Manually Grant

Levels, Time Zones, Schedules, efc. Access to Doors or Gates

4 Enter Event Monitoring (5] Exit Entry-Master System V
Enter On-Line Monitoring of Card Access Exit Entry-Master System Software and
and Alam Transactions Retum to the Login Screen

Figure 2-6-1. The Entry-Master Main Menu

Step 1: Access Groups are defined from the Utilities Menu. Click on the Enter Utilities Menu
link to display the Entry-Master Utilities Menu, as shown on the next page:
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Utilities Menu

1 Edit EMRI-2 Reader Data 9 Batch Update Cardholders

' ] Edit/Add Card Reader Configurations for This Option Batch Updates (Adds or
1 Emri-2 Reader Interface Boards

Editz) Card Mumbers with a Template
P System Devices Menu Forgive ALL Cardholders
' ] I Used to Add, Edit and Configure New Change All Cards to Forgive Status
q I . Devices on the System (Cards get One Free Access InfOut)

3 Edit Time Zone Database Edit Elevator Access File
@ Define Time Zone Information (Who is E|1 E|2 ]| Used to Add/Edit Elevator Access Levels
Allowed in When) (Who can go to Which Floors)
4 Edit Access Group File 12 Scheduled Event Menu
1d Define Access Group Information (Who is This Menu iz Used to Define Events and
Eg& Allowed in Where, Nesting) @ Enter them into the Scheduler
3
iddd
5 Edit Access Messages File 13 Re-Index Cardholder File
Activity Mg £ ¢ cess Activity Messages (the SIEMS Ly This is Used to Clean-Up the Card
| Meszages that Print out On-line) sn% Database File (to Re-Alphabetize)
6 Edit System Holiday File 14 Device Diagnostics Menu
3Ly This Option Adds and/or Edits al Setup System Devices & Controllers,
.1 Scheduled Holidays Test Communication, Readers & Locks

Disk Utilities Menu

7 Monitor Display Menu

Menu Used to Edit the Dizplay Atfributes Disk Formatting, Backup & Restore, Disk
x and Camera Settings & Diskette Diagnostics
8 System User Maintenance 16 Return To Main Menu
1] (1]
==L This Option is Used to Add, Edit or Exit the Utilities Menu back to the Entry-
Password Delete System Users {Pazswords) Master Main Menu

Figure 2-6-2. The Entry-Master Utilities Menu

Step 2: Selected the Edit Access Group File link and the following screen displays:
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ACZIS 1V Entry-Master® v5.1.2 Access Group Database Screen 07/06/2017
*> Access Group No: | Alarm Zone Matrix
1 2 3 4 5 6 7 8 9
1> Group Description: | - Select an Existing Access Group — ¥
Legend: ) Secure/Unlocked @ Alarm/Locked ") Com. Fail O Prop Alarm @ Active/Shunted & Inactive

Status Lock St Override Alarm St

Type o0 B

Rdr# Reader Description Assigned Time Zone

I[ Submit ]I[ Cancel ][ Delete ] [ Back ][ Print ][ Help ]

r}i ©2001-2017 Entry-Master Systems

Figure 2-6-3. Access Group Database Screen

This access group allows employees into the parking garage, perimeter doors and the cafeteria.

Step 3: The cursor is located on the Access Group No. field. Type a “3” into the field and click

on the Submit Button (see Figure 2-6-3 above for the location of the Submit button).

Step 4: The following screen displays all readers that are installed at your location, as well as

their current status:

Entry-Master® v5.1.2 Access Group Database Scr

07/06/2017

*> Access Group No: 0003 Alarm Zone Matrix
1 2 3 4 o 6 7 8 9
1> Group Description: ||
Legend: &) Secure/Unlocked @ Alarm/Locked (I Com. Fail @) Prop Alarm @ Active/Shunted & Inactive
Reader Description Type O B Assigned Time Zone Status Lock St Override  Alarm St
0111 1360 Comm. North Neutral —- Access Not Allowed — ¥ @ (] ] @
0112 1360 Res. West Neutral —— Access Not Allowed — ¥ @ -] ] @
0113 1360 Storage Neutral —— Access Not Allowed — ¥ @ [ ] ] @
0114 1360 Garage Res. Neutral —— Access Not Allowed — ¥ @ [ ] )] @
0115 1360 Comm. Garage N/A — Access Not Allowed — ¥ Q@ (] ] [
0116 EMRI Loop #1RDR #6 Neutral — Access Not Allowed — ¥ ()} ] ()] @
0117 1360.Tele-entry.Prk Neutral —— Access Not Allowed — ¥ @ L4 (] @
0118 1360.Res Hall Neutral —- Access Not Allowed — ¥ @ (] ()] @
0121 1360 505 Main Entry Neutral —— Access Not Allowed — ¥ [} [ ] ] @
0122 1360 505 14th Street Neutral — Access Not Allowed — ¥ (] [ @ ]
0123 1360 ClimateRea Main Neutral —— Access Not Allowed — ¥ [} [ ] @
0124 1360 ClimateRe Patio Neutral —— Access Not Allowed — ¥ [} ] ()] @
0131 1301.2.comm.hall Neutral — Access Not Allowed — ¥ @ [ ] )] @
0132 1301 Rosetta IT Room Neutral —— Access Not Allowed — ¥ @ (-] (] )]
0133 1301.2.MDF.door Neutral —- Access Not Allowed — ¥ @ (] (] @
[ Save ] [ Cancel ] [ Delete ] [ Prev ] [ Next ] [ Back ] [ Print ] [ Help ]

Figure 2-6-4. Access Group Description Field
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Step 5: In the Group Description field, type “1360 Resident Access” (Figure 2-6-4) — it is always
best to type a description which indicates exactly what the access group is used for. This field
can be a maximum of 20 characters. Once the access group is fully defined, it will permit access
to the residential parking garage, all perimeter doors, and the 1360 Storage access (Note: the
1360 Storage access will be during regular business hours only).

In this example, we will permit access to the 1360 Comm. North, 1360 Res. West, 1360 Storage,
1360 Garage Res, 1360 Tele-entry Park and 1360 Res Hall for 24/7 access, as well as the 1360
Storage during regular business hours. The only data entry required is to select the correct time
zone for the appropriate readers from the Assigned Time Zone field drop-down list.

Step 6: Click on the corresponding Assigned Time Zone drop-down list for Reader 0111 (1360
Comm. North). The following figure illustrates this list:

Entry-Master® v5.1.2 Access Group Database Scri 07/06/2017
*> Access Group No: 0003 Alarm Zone Matrix
1 2 3 4 5 6 7 8 9
1> Group Description: |1360 Resident Access
Legend: & Secure/Unlocked @ Alarm/Locked ") Com. Fail ) Prop Alarm @ Active/Shunted © Inactive
Reader Description Type ©O N Assigned Time Zone Status Lock St Override  Alarm 5t
0111 1360 Comm. North Meutral '_—Access Not Allowed —- "_ @ ] @ (]
0112 1360 Res. West Neutral EAﬁceﬁ Not ﬂowed — @ ] ()] @
- Not Allowed Access
0113 1360 Storage Neutral 01 - Anylime 2417 Access » L L @ ]
0114 1360 Garage Res. Neutral 03 - M-F 9am - 4 pm @ L @ (]
0115 1360 Comm. Garage N/A 04 - Johnny's after hours (@] (] (] ()
, ) 05 - Sun - Sat 6a-8p
0116 EMRI Loop #1RDR £6 Neutral 06 - Security Off Hours @ e L L]
0117 1360.Tele-entry.Prk Neutral 07-Mon-Frig-5 [} ] @ @
0118 1360.Res Hall Neutral 08 - Newspaper Delivery (] (] @ (]
) 09 - M-F 7-6 Sat 7-1
0121 1360 505 Main Entry Meutral 10 - MLF 7-30 am-4:30 pm @ L] (] ]
0122 1360 505 14th Street Neutral 11 - Janitorial Access @ ] 4] @
0123 1360 ClimateRea Main Meutral 12.- Mon - Fri 7- (] L] @ @
0124 1360 ClimateRe Patio Neutral 13 - Mon-Fri 7am-6:30pm 5 ) ) )
14 - M-Sat 6 am - 2 pm =
0131 1301.2.comm.hall Neutral 15 - Mon - Fri 8 am-5 pm ® L ® e
0132 1301 Rosetta IT Room Neutral 16 - Mon-Fri 7am-5pm @ (-] (3] @
0133 1301.2.MDF.door Neutral 7= (i) Bl 5] ) @ @
18 - Man-Fri 8a-6p
[ Save ] [ Cancel ][ Delete ][ Prev ] 19-M-F 5-11 SS630-11 [ Next ][ Back ][ Print ] [ Help ]

Figure 2-6-5. Selecting a Time Zone for the 1360 Comm. North Door

Step 7: Click on “01 — Anytime 24/7 Access” to select this Time Zone. The following figure
shows that the Time Zone field is now colored green, to indicate that a valid Time Zone has been
selected (see Figure 2-6-6 on the following page).
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ACZS 1V Entry-Master® v5.1.2 Access Group Database Screen 07/06/2017
*> Access Group No: 0003 Alarm Zone Matrix
1 2 2 4 5 6 7/ 8 9
1> Group Description: |1360 Resident Access

Legend: ) Secure/Unlocked @ Alarm/Locked @ com. Fail @) Prop Alarm @ Active/Shunted & Inactive

Reader Description Type © B Assigned Time Zone Status Lock St  Override  Alarm St
0111 1360 Comm. North Neutral 01 - Anytime 24/7 Access ¥ (] ("] @ @
0112 1360 Res. West Neutral —— Access Not Allowed -— ¥ ()] ] (] @
0113 1360 Storage Neutral - Access Not Allowed -—— ¥ (] ] @ @
0114 1360 Garage Res. Neutral - Access Not Allowed -— ¥ (] ] @ (-]
0115 1360 Comm. Garage N/A -— Access Not Allowed — ¥ [ ] )] @ ]
0116 EMRI Loop #1RDR #6 Neutral —— Access Not Allowed — ¥ ()] ] @ @
0117 1360.Tele-entry.Prk Neutral —— Access Not Allowed -— ¥ (] ("] @ @
0118 1360.Res Hall Neutral —— Access Not Allowed -— ¥ @ @ @ @
0121 1360 505 Main Entry Neutral —— Access Not Allowed -—— ¥ (] ("] (] @
0122 1360 505 14th Street Neutral —— Access Not Allowed -— ¥ e @ @ ]
0123 1360 ClimateRea Main Neutral - Access Not Allowed -— ¥ (] ] @ (-]
0124 1360 ClimateRe Patio Neutral -— Access Not Allowed — ¥ ] ] @ @
0131 1301.2.comm.hall Neutral -— Access Not Allowed — ¥ (] ] @ @
0132 1301 Rosetta IT Room Neutral —— Access Not Allowed — ¥ ] ] @ @
0133 1301.2.MDF.door Neutral —— Access Not Allowed -— ¥ o L4 @ @

[ Save ] [ Cancel ] [ Delete ] [ Prev ] [ Next ] [ Back ] [ Print ] [ Help ]

Figure 2-6-6. 1360 Comm. North Time Zone 01 (24/7) Selected

Step 8: Select Time Zone 01 — Anytime 24/7 Access for readers 0112, 0114, 0117 and 0118:

en 07/06/2017
*> Access Group No: 0003 Alarm Zone Matrix
1 2 3 4 5 6 7 8 9
1> Group Description: |1380 Resident Access

Legend: &) Secure/Unlocked @ Alarm/Locked ) Com. Fail ) Prop Alarm @ Active/Shunted & Inactive

Reader Description Type o0 W Assigned Time Zone Status Lock St Override Alarm St
0111 1360 Comm. North Neutral 01- Anytime 24/7 Access ¥ (] [ ] @ L]
0112 1360 Res. West Neutral 01 - Anytime 24/7 Access ¥ [5] & (2] (3]
0113 1360 Storage Neutral —- Access Not Allowed — ¥ @ (-] ] [ ]
0114 1360 Garage Res. Neutral 01 - Anytime 24/7 Access ¥ [9] & (] (]
0115 1360 Comm. Garage N/A —- Access Not Allowed — ¥ @ (] (] [
0116 EMRI Loop #1RDR #6 Neutral -— Access Not Allowed — ¥ (9] & (] (]
0117 1360.Tele-entry.Prk Neutral 01- Anytime 24/7 Access ¥ L] (] (] [ ]
0118 1360.Res Hall Neutral 01 - Anytime 24/7 Access ¥ [9] & (] (]
0121 1360 505 Main Entry Neutral -— Access Not Allowed -— ¥ [ [ ] [ L]
0122 1360 505 14th Street Neutral — Access Not Allowed — ¥ @ -] @ @
0123 1360 ClimateRea Main Neutral -—- Access Not Allowed -— ¥ @ (-] @ ]
0124 1360 ClimateRe Patio Neutral — Access Not Allowed — ¥ @ -] @ @
0131 1301.2.comm.hall Neutral -—- Access Not Allowed -— ¥ @ (-] @ @
0132 1301 Rosetta IT Room Neutral — Access Not Allowed — ¥ @ -] @ @
0133 1301.2.MDF.door Neutral -— Access Not Allowed -— ¥ @ [ J [ L]

[ Save ] [ Cancel ] [ Delete ] [ Prev ] [ Next ] [ Back ] [ Print ] [ Help ]

Figure 2-6-7. All Time Zones Selected, Except for 1360 Storage

Step 8: Select the Time Zone for reader 0113 — 1360 Storage. This reader will be restricted to
Monday-Friday 7:00am to 5:00pm, which is defined by Time Zone 16. See the figure on the
following page to see Time Zone 16 being selected (Figure 2-6-8):
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ACZS_1IV Entry-Master® v5.1.2 Access Group Database Screen 07/06/2017
b Access Group No: 0003 Alarm Zone Matrix
1 2 3 4 5 6 7 8 9
1> Group Description: 1380 Resident Access
Legend: ) Secure/Unlocked @ Alarm/Locked ) Com. Fail ) Prop Alarm @ Active/Shunted @ Inactive
Reader Description Type © B Assigned Time Zone Status Lock St Override Alarm St
0111 1360 Comm. North Neutral 01 - Anytime 24/7 Access v (] [ o @
0112 1360 Res. West Neutral 01 - Anytime 24/7 Access ¥ @ ] @ @
0113 1360 Storage Neutral —— Access Not Allowed -— ¥ | ] [ @ @
0114 1360 Garage Res. Neutral EAISC:E;TI NO':}LOWEd - (] (] @ @
- INOY owe: CCess -
0115 1360 Comm. Garage N/A 01 - Anytime 24/7 Access @ L o o
0116 EMRI Loop £1RDR £6 Neutral 03 - M-F 9am-4 pm @ L @ @
0117 1360.Tele-entry.Prk Neutral 04 - Johnny's after hours @ @ (] (]
05 - Sun - Sat 6a-8p
0118 1360.Res Hall Neutral 06 - Security Off Hours @ L] @ @
0121 1360 505 Main Entry Neutral 07 -Mon-Frig-5 [ L o @
0122 1360 505 14th Street Neutral 08 - Newspaper Delivery (-] L] o @
09-M-F7-6Sat7-1
0123 1360 ClimateRea Main Neutral 10 - M-F 7-30 am-4-30 pm @ L] (] (]
0124 1360 ClimateRe Patio Neutral 11 - Janitorial Access @ L] @ @
0131 1301.2.comm.hall Neutral 12 - Mon - Fri 7-6 (] [ [ @
13 - Mon-Fri 7am-6:30pm
0132 1301 Rosetta IT Room Neutral @ L o @
14 - M-Sat 6 am - 2 pm
0133 1301.2.MDF.door Neutral 15 - Mon - Fri 8 am-5 pm (] L] @ @
[ save ][ cancel ][ Delete J[ Prev | 16 - Mon-Fri 7am-5pm ((Mext J( Back J( Pimt ][ Hep |

Step 9: Click on the “Save” button to save this Access Group definition and display a blank
Access Group Database screen (see Figure 2-6-9 below):

en 07/06/2017
b Access Group No: 0003 Alarm Zone Matrix
1 2 3 4 o [ 7 8 9
1> Group Description: |1360 Resident Access

Legend: &) Secure/Unlocked @ Alarm/Locked ! Com. Fail ) Prop Alarm @ Active/Shunted & Inactive

Reader Description Type o N Assigned Time Zone Status Lock St Override Alarm St
0111 1360 Comm. North Neutral 01 - Anytime 24/7 Access ¥ (9] & L] (3]
0112 1360 Res. West Neutral 01 - Anytime 24/7 Access ¥ [ [ @ @
0113 1360 Storage Neutral 16 - Mon-Fri Tam-5pm v @ L] @ -]
0114 1360 Garage Res. Neutral 01 - Anytime 24/7 Access ¥ (9] & L] (3]
0115 1360 Comm. Garage N/A — Access Not Allowed — ¥ @ [} @ (]
0116 EMRI Loop #1RDR #6 Neutral -— Access Not Allowed —— ¥ @ [ L) L]
0117 1360.Tele-entry.Prk Neutral 01 - Anytime 24/7 Access ¥ @ L] L] [/
0118 1360.Res Hall Neutral 01 - Anytime 24/7 Access ¥ @ (] @ @
0121 1360 505 Main Entry Neutral -— Access Not Allowed — ¥ [ [ @ L]
0122 1360 505 14th Street Neutral -— Access Not Allowed — ¥ (] [ @ L]
0123 1360 ClimateRea Main Neutral —— Access Not Allowed — ¥ (] ] L] @
0124 1360 ClimateRe Patio Neutral -— Access Not Allowed —— ¥ @ [ @ L]
0131 1301.2.comm.hall Neutral —- Access Not Allowed — ¥ @ L] [ @
0132 1301 Rosetta IT Room Neutral — Access Not Allowed — ¥ @ ] (] @
0133 1301.2.MDF.door Neutral -— Access Not Allowed — ¥ @ L] @ @

I Save l Cancel ] [ Delete ] [ Prev ] [ Next ] [ Back ] [ Print ] [ Help ]

Figure 2-6-9. Completed Access Group Definition

Please Note: To ensure that Access Group changes take effect, the Use New System
Parameters option in the Report Utilities Menu must be executed -OR- the system can be

rebooted to effect the change (see Chapter 2-Preface: New System Parameters).
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