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Chapter 1 – Introduction and Features 

Entry-Master specializes in card access control security systems for every level of need.  From a 

one door small-business system to an Enterprise system with multiple locations, thousands of 

employees, and the need for customization – we can meet all of your security system needs. 

Entry-Master is licensed as a Certified Security Systems Provider and has been providing card 

access control systems and security door solutions for an impressive array of businesses and 

organizations for 30 years.  

Entry-Master software runs seamlessly with most operating systems in a web environment and 

can be customized to meet your specific needs.  Tell us your access control security system needs, 

and we will give you a price estimate. 

Overview of Features 

The Entry Master Security System is manufactured in-house and uses modular hardware and 

software. This means that you can expand the system without eliminating major system 

components. You can add new software options by applying software upgrades to the existing 

system can add modem support for remote system monitoring and control. 

Cardholder Data Management 

You can instantly display cardholder data by specifying the cardholder's name or card number. 

You can rapidly display cardholder data on-screen by searching a data field that you specify. 

User-Defined Activity Messages 

You can modify the descriptions for each activity message displayed or logged by the system; 

however, the description must resemble the original description in context. For example, the 

description for access code number 11 is “Card Number not defined in System” and you could 

change it to read ”Unknown Card”.  These two descriptions have different text, but they mean 

the same thing: the card is not a valid card defined in the system. 

User-Defined Parameter Descriptions 

All user-defined parameters such as card readers, time zones, and access levels have specific 

redefined descriptions. For example, it is easier to understand that card number 00123456 last 

went through the 1st Ave. Garage Exit than card number 00123456 last went through READER 

0274. 
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User-Defined Message Levels 

You can assign different message levels to the activity messages. You may want one message 

level to always be logged in the system activity log, while you may not want another message 

to even be displayed.  For example, you may want all invalid card transactions to be sent to the 

system printer while you may not want every valid card transaction sent to the system printer. 

Global Anti-Passback 

Global Anti-Passback provides additional security to the system. Card readers are designated 

as IN or OUT. This means that you can only enter the facility through a card reader designated 

as IN, and you can only exit the facility through a card reader designated as OUT. 

In addition, each card is assigned a changeable IN or OUT status code. This means that when 

you enter the facility, your card is assigned a status code of IN. If you try to re-enter the facility 

when your card has a status code of IN, you will be denied access, the gate (or door) will not 

open, and the following message is logged in the activity log and displays on the monitoring 

console screen: 

PASS-BACK ATTEMPT: Card already IN Facility. 

 

Each IN movement must be followed by an OUT movement and vice versa. The Anti-Passback 

feature prevents a cardholder from entering a facility or garage and then passing the card back 

to allow another individual access to the facility or garage. Hence, the name “Passback”. 

Special Anti-Passback for Individual Cards 

You can specify a Passback Mode for individual cards as either passive or active. An active 

status denies the cardholder access if the In/Out status of the card is incorrect. A passive status 

allows access regardless of the In/Out status of the card (this is an optional feature). 

Access Group & Time Zone Control 

You can define up to 100 Time Zones on the Entry-Master System, including any combination 

of Day-of-the-Week and Time-of-Day. The time component can be defined to the minute (for 

example, you can define a time zone that is from 8:01am to 5:05pm). Time Zones are assigned 

to individual cards, as well as groups of cards, through Access Groups. An infinite number of 

Time Zone combinations are possible through the flexible Access Group programming. 

You can define up to 9999 access groups on the Entry-Master System. You can define three 

Access Groups for each card providing an unlimited range of entry/exit possibilities (Enterprise 

systems allow 20 Access Groups to be assigned to a single card). You assign Access Groups to 

each card on the Cardholder Record Screen. 
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System Card Access to the Software 

You can have an optional card reader installed at your computer, which requires a Special 

System Card.  A system card is a regular card (or group of cards) that allows access to the Entry-

Master computer system as well as to the access control card readers. This feature ensures that 

there is no unauthorized access to the Entry-Master software system. Thus, providing a high 

security environment. 

To access the Entry-Master software with this option installed you would: 

 Log into the system using your User ID; 

 Enter your user password; 

 Swipe the card through the card reader at the computer; 

 Enter a four-digit Personal Identification Number (PIN). 

Card Access Nesting 

This feature prevents cardholders from remaining in an unauthorized area longer than is 

necessary and simply to pass through the area. For example, a parking garage may have four 

levels for parking and the first level is closest to the facility entrance.  Each cardholder is assigned 

a specific level in which they must park. However, someone who is assigned to park in Level 3 

must pass through Levels 1 and 2 to get to Level 3. Most people would be tempted to park in 

Level 1 if there was a spot available. 

The nesting feature allows the cardholder that is assigned to Level 3 to pass through Levels 1 

and 2 to get to Level 3. However, the cardholder is only allowed to remain in Levels 1 and 2 long 

enough to pass through these levels. If the cardholder attempts to remain in Level 1 or 2 for a 

longer period than is allowed by the system to pass through the level, an alarm sounds and the 

guard is alerted to the violation. 

The Entry-Master System is designed to accommodate a variety of nesting requirements. There 

are nine (9) nesting levels which can be defined, but literally hundreds of nested areas can be 

created through the use of access level restrictions. The system is designed to allow nested tiers 

to be interchangeable or to restrict tier-to-tier movement. Call your dealer for more details on 

the nesting configuration possibilities. 

Cardholders can be programmed to be allowed access into multiple nested areas depending 

upon user-programmed time zone restrictions. For example, during business hours a cardholder 

may be required to park in Level 2, but after hours and on weekends that cardholder may be 

permitted to park in Level 1. 

Optional billing can also be set up for nested violators, based upon a programmable rate 

structure. Using this option, a garage operator can allow nesting violators to leave the garage 

freely, thus preventing a traffic backup. However, at the end of the week, end of the month, or 

whenever is desirable, an invoice can be generated for each violating cardholder, complete with 

a detailed transaction listing of when and where the violation occurred. 
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It is also possible to STOP nesting violators at the garage exit and require them to pay the 

required fees immediately. This fee can also be calculated automatically by Entry-Master based 

on a programmable rate structure. 

The Entry-Master System is highly flexible and can be tailored to meet your individual needs. 

Contact your authorized Entry-Master dealer for more details about tailoring nesting or any 

other feature of the Entry-Master System to meet your needs. 

Data Management Tools 

The Entry-Master v5.1.2 has an enhanced graphical-user interface that is fully browser driven. 

In this version, you navigate, create records, and modify information in this version by clicking 

on links and buttons. You use the <Tab> key to move from entry field to entry field and making 

selections from drop-down lists speeds data entry. Every window on the Entry-Master System 

uses the same basic editing functions and buttons. 

Figure 1-1 below displays the various features in the web-based Entry-Master v5.1.2: 

 Comfortable look and feel of a graphical-user interface. 

 Clickable links quickly navigate you through the Entry-Master System. 

 Drop-down lists add to the ease of data entry and increase data reliability. 

 Buttons enhance the simplicity of data entry management. 

 

Figure 1-1.   Sample Entry-Master Cardholder Screen 
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Version 5.1.2 Online Help 

Entry-Master v5.1.2 has easy-to-follow help screens that describe the full functionality and 

provide details descriptions for data entry.  Navigational links and buttons let you move within 

the help screens following connected topics as you learn about the system. 

There are two types of help windows: Overview and Details. An Overview Help Window is 

available when you access the initial v5.1.2 search screen.  A Details Help Window is available 

after all data entry fields display (see Figure 1-2 below): 

 

Figure 1-2.   Entry-Master On-Line Help Screen 
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Chapter 2 – Entry-Master Quick Start 
Welcome to the Entry-Master Quick Start Tutorial. This chapter offers the basics of what you 

need to know to use the Entry-Master System. This chapter is by no means the final word on 

using the Entry-Master System. We simply want to show you how quickly you can use the 

system. In a series of short tutorial lessons, we will show you how to: 

 Log into the Entry-Master® System 

 Log out of the system 

 Change your password 

 Define Card Readers 

 Define Time Zones and Holidays 

 Define Access Groups 

 Search for a Cardholder's record 

 Edit or Add a Cardholder's record 

 Batch update Cards, including: 

 - Batch ADD Cards by number 

 - Updates by Card Number 

 - Updates by specified field 

 Forgive Cardholders 

 Add or Delete System Users 

 Manually raise/open and lower/close a gate or door 

 Access the on-line monitoring screen 

 Generate and print reports 

Important Note from the Editor 

As you read this manual and proceed through the lessons, you may find the screens on your 

system are not exactly like what is displayed in this manual.   

The Entry-Master System is a very versatile product, able to adapt to the needs of individual 

customers. For this reason, your screen may look slightly different from the screen presented in 

this manual. For example, Time Zone 04 referred to in a lesson will probably not be the same as 

Time Zone 04 on your system. Although a particular screen may be slightly different, the basic 
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function performed by that screen remains essentially the same, and sometimes additional 

features may have been added to your system by your dealer. 

You may also find that a particular lesson has already been finished by someone else in your 

organization. For example, Access Group 0004 may already have been defined in your system, 

thus causing the system to react differently than is described in the lesson. In this case, consult 

the person responsible for your system and ask them how you should continue. 

Proceed through the lessons and if you encounter difficulty, consult with your System 

Administrator or call your authorized Entry-Master Dealer, who will be happy to assist.   

Using New System Parameters – Important Section to Read! 

This section will cover a critical aspect of the Entry-Master System that impacts several system 

functions:  Use New System Parameters – located in the Report Utilities Menu: 

The “Use New System Parameters” function is necessary when certain settings on an Entry-

Master system are modified. 

The “Rule of Thumb” used to determine when to employ the Use New System Parameters 

function is: when any modification is made to the system setup in the first five (5) options of 

the Utilities Menu, the “Use New System Parameters” function needs to be executed. 

 

Figure 2-1.  Use New System Parameters in the Report Utilities Menu 
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Refer to Figure 2-2 below:  

Any modification made to data in Options 1 through 5 of the Utilities Menu (shown above) 

requires that the Use New Systems Parameters option be executed. 

This important feature can be found in the Report Utilities Menu, which can be accessed in the 

lefthand navigation (i.e. the Short-Cuts in Figure 2-1).  Screen resolution may not allow the 

Short-Cut link in the navigation to be displayed.  For an alternative way to navigate to the 

Report Utilities Menu, follow these instructions: 

Select Option 2:  Enter Reports Menu from the Main Menu: 

Figure 2-2.  The first five options in the Utilities Menu 

Figure 2-3.  Selecting the Reports Menu from the Main Menu 
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From the Reports Menu, click on Option 7:  Report Utilities Menu: 

On the Report Utilities Menu, click on Option 4: Use New System Parameters: 

Option 4: Use New System Parameters will display the following alert: 

Figure 2-4.  Choosing the Report Utilities Menu from the Reports Menu 

Figure 2-5.  Selecting Use New System Parameters 
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Click the “Yes” button to cause all database changes to take effect.  Put simply, the Use New 

System Parameters option instructs the Entry-Master software to download all of its operational 

parameters to all devices. 

The “Re-Start” checkbox is for legacy systems only – EMRI-2 boards generally do not require 

the “Re-Start” checkbox to be selected except for changes made to EMRI-2 devices (Option 1 of 

the Utilities Menu).  The newer EMRI-3 boards always require the checkbox to be enabled. 

 

 

For EMRI-2 boards, checking the “Re-Start” checkbox causes the system to stop reading cards 

for up to a minute.  Readers connected to EMRI-3 boards are unaffected by the checkbox being 

enabled, and in fact, require that the checkbox be selected (i.e. “checked”). 

 

 

Note that instructing the Entry-Master system panel(s) to “re-boot” – either by using a remote 

re-boot command, instructing the scheduler to re-boot at a particular time, or simply turning 

the panel(s) OFF for 8-10 seconds and then back ON again, will have the same effect as the Use 

New System Parameters option.  All of these methods perform the same function – the Use New 

System Parameters option usually takes less time and is generally less disruptive than a 

complete system re-boot. 

Failure to leave the checkbox selected may result in your database changes to NOT be 

downloaded to your EMRI-3 boards. 
 

EMRI-2 boards are present only on legacy systems installed before 2013.  All newer Entry-

Master installations will contain only EMRI-3 boards. 
 

Figure 2-6.  Selecting Use New System Parameters 
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Lesson 1 – Logging into the System 
This lesson shows you how to log into the Entry-Master System using your User Name 

and Password.  This is the Entry-Master log in screen: 

 

Type your User Name and Password into the fields on the screen. 

Consult your system administrator for your account details. If you are the system administrator, 

then you may enter the system for the first time by logging in as USER, with a password of NEW 

(We recommend that you delete the User Name of USER after assigning yourself a User Name. See Lesson 

11, Adding/Deleting System Users for information regarding adding and deleting users). 

 

 

 

 

 

 

Figure 2-1-1. The Entry-Master Log In Screen 
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A successful log in will take you to the Main Menu: 

If you entered an incorrect User Name, the following screen appears: 

 

 

 

Figure 2-1-2. The Entry-Master Main Menu 

Figure 2-1-3.  Invalid User Name or Password Screen 
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Lesson 2 – Logging out of the System 

Now that you have successfully logged into the Entry-Master System, you need to learn how to 

log out. There is a “Logoff” button on the bottom of the left-hand navigation.  This button is 

available on any window in the system – you may have scroll down to the bottom of the 

navigation.  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2-2-1.   “Logoff” Button on the Left-Hand Navigation 
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There is also a “Logoff” button on the Main Menu: 

If you click on the Exit button a Windows Confirmation window will appear:  “Cancel” will 

take you back to the Main Menu: 

  

Figure 2-2-3.   Exit Confirmation Warning 

Figure 2-2-2.   Exit Button on “Main Menu” Page 

Figure 2-2-3.   Exit Warning Screen 
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Lesson 3 – Changing Your Password 
Now you need to learn how to change your password.  

While logged into logged into the Entry-Master System.  From the Main Menu, click on Option 

6 – Change Your User Password (Figure 2-3-1 below): 

When you click on this link, the following screen (below) is displayed: 

 

Figure 2-3-1.   Selecting Change Your User Password from the Main Menu 

Figure 2-3-2.   Account Password Change Screen 
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Your new password can be up to eight (8) characters long. It can contain any combination of 

letters, numbers, or special characters.  If you forget your password, you will not be able to log 

into the system.  Choose a password that you will remember, write it down, and store it in a 

secure place. 

You will need to enter Old Password once, and your New Password twice (see Figure 2-3-3 

below): 

If you fail to type identical passwords into the two Enter New Password fields, the system will 

respond with the following pop-up alert (Figure 2-3-4 below): 

Upon successful changing your password, you will be returned to the Main Menu. 

 

Figure 2-3-3.   Entering Old Password Once and New Password Twice 

Figure 2-3-4.   Entering Non-Identical New Passwords Alert 
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Lesson 4 – Editing and Adding Card Readers 

Before using Entry-Master you must define Card Reader configurations, as well as Time Zones, 

Holidays, and Access Groups for your facility. This lesson shows you how to configure the Card 

Readers. Subsequent lessons will show you how to define Time Zones, Holidays and Access 

Groups. 

Card Reader configurations define the following basic information: 

 Reader Number 

 Reader Location Description 

 Reader I/O (In/Out) Status 

 Reader Status 

 Elevator Cab Number or Alarm Level 

 Anti-Passback Mode and Nesting Information 

 Door Contact and Request to Exit (REX) Information 

 Card Reader Arming (for Man-Traps, etc.) 

 Door Prop and Forced Alarm Time Zones 

 Many other, more specialized, and in some cases, custom configuration parameters 

Entry-Master has been securing facilities since 1988, and thus has many legacy systems in the 

field that use 2nd Generation EMRI-2 boards.  All newer systems, installed since 2013, consist 

entirely of 3rd Generation EMRI-3 boards. 

There are also some hybrid systems that have both EMRI-2 and EMRI-3 boards as part of their 

complement of equipment used. 

This lesson is divided into two (2) sub-lessons: 

1. EMRI-3 Reader Configuration; and  

2. EMRI-2 Reader Configuration (Legacy). 

Although both generations of boards can exist on the same system, the process of configuring 

the readers attached to the two respective board-types are very different procedures. 

If you have a new system, chances are you will not, nor will you ever, have the need to configure 

an EMRI-2 Card Reader.  Additionally, the menu option to Edit/Add EMRI-2 Readers is not 

even activated on newer systems; therefore, you do not need to look at the EMRI-2 sub-lesson. 

Likewise, for legacy system users, whose systems consist of entirely EMRI-2 boards, there is no 

need to look at the EMRI-3 sub-lesson. 
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